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Outline 

• Appreciating Complexity of River basins 

• The role of hydro-informatics  

• Data driven modeling to tame complexity 

– Model reduction for reasoning with complex 
systems 

– Information gathering at large scales  

 

• Lab tours  
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Cyber Physical Networks & Systems (CYPHYNETS) Lab 

Est. 2008.  

• 1+1 Faculty  

• 3 PhD students 

• 6 MS students 

• 4 RA 

• 1 Lab Engineer 

• 2 Technicians 

Areas 

• Agricultural Automation & Robotics  

• Water systems & Hydro-informatics 

• Control engineering 

Highlights (2010-2015) 

• Smart Canal Grid in Bahawalnagar 

• Collaborations with Govt, Industry, Institutes 

• Scholarly output in diverse areas 

• Outreach – conferences, workshops, trainings 

 

 

 

 

 

 

 

http://cyphynets.lums.edu.pk/ 



River Basin Management:  
A complex system of systems 

4 

Water 

Silt Salt 



Managing the World’s Largest Irrigation Network 

 

        

      > 50,000 Km of watercourses 

      3 reservoirs, 23 barrages 

      45 canal commands 

      36 million acre irrigated area 

 

 

 

      



Scaling Problems in Basin Development 

Technical and institutional challenges in developing 
countries are really problems of scales:  

• Spatial scales: The inability to monitor and maintain 
geographically extent infrastructures 

• Time scales: The inability to collect information, 
reconfigure, and react within short time spans  

• Human scales: The inability to scale human expertise 
across institutions 
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Smarts: Can Informatics aid Hydraulics? 

      

Embedded controller 

Gate control  

Demand driven delivery 
to farms  

Flow Measurements 

Wireless connectivity 
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Taming Complexity with Simple 
Models 



Open Channel Flows 



Typical Canal Pool Structure 

• Pools or Reaches. 

• Two gates in each pool/reach. 

 



Distributed Model Geometry 

 Q: Water flow 
 A: Cross-sectional area 
 h: Height 
 P: Wetted Perimeter 
 B: Base width 
 R: Hydraulic Radius 



Modeling of flow of water 
 

Saint Venant equations 

 

 

 

Continuity Equation 

 

Momentum Equation 

 

 

 

Frictional Slope 

 

Hydraulic Radius 
.
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A Leak Simulation 



(Lumped) Volume Balance Model 
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Model Learning for Control 

3 3
1 2 2

, 1, 1

( )
( ) ( ).i

i in i i out i

dy t
c h t c h t

dt


   

Abstraction 

Physical Models Data Driven Models 



Plant Model 

• Declare  

• W.r.t. inflow, a linear transfer function 
emerges: 

 

 

ℎ3/2 𝑡 = 𝑢 𝑡 . 



System Identification 

Idea prototyped in a LUMS  MS Thesis 2011. 



System Identification contd. 

).()()( 1
2

3

,1
2

3

,1
thcthcty ioutiiinii 



 



Date extracted 

Pool 1 2 3 

Time delay 
(min) 

2 3 1 

Wave Period 
(min) 

8  13 7 

Ci,in 0.1090 0.1010 0.2340 

Ci+1,out 0.1460 0.0910 0.2010 
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System ID: Experiments 

 
 Location: 

– KHAIRA Distributory 

– Length 87000 feet 

– Width 10 feet 

– Max height 4 feet 

– 3 Minors 

– Discharge 87 cusecs  

Tested in a LUMS FYP 2013 ! 
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System ID: Experiments 
  Procedure: 

– Water level sensors are placed at appropriate sites along the canal  
and communicate through mobile or other networks. 

– At the Upstream, Gate is closed and then subsequently opened to 
generate a step input. 

– The readings are recorded and then used as empirical output, in 
conjunction with the input, to perform System Identification.   
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System ID: Parametric Equation for the given channel  

• The parameters in 
𝜃 matrix are 
estimated by the 
minimization of a 
least-squares 
criterion.  



System ID: Experiment 



System ID: Least Squares Estimation 



System ID: Model Validation 

 



Low level downstream control  



Closed Loop Control  

Gate Controller: Prototyped in a LUMS FYP 
2014  



Downstream Control in Other Parts of the World 

• Australia, Europe, USA, China  



Networked Control Issues 

• So far, plant is single pool  

• Control problem is downstream water level 
regulation for one pool.  

• But irrigation networks are extremely 
complex, specially in the Indus basin 

• Control effects propagate 

 

• Enters Networked Control Systems  !  

 



Network effects 

TOP VIEW SIDEVIEW 

Controller of last gate sends signal of water scarcity 
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Network effects 

TOP VIEW SIDEVIEW 

Water starts entering the canal 



Network effects 

TOP VIEW SIDEVIEW 

After reaching the set value controller sends signal to close upstream gate 
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Network effects 

TOP VIEW SIDEVIEW 

Off take creates water scarcity in a pool 
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Network effects 

TOP VIEW SIDEVIEW 

Controller sends signal of water scarcity 



Network effects 

TOP VIEW SIDEVIEW 

After reaching set value gates are closed 



Network effects 

TOP VIEW SIDEVIEW 

All gates closed 



Irrigation Networked Control Models  

• Multiple pools, multiple inputs, multiple outputs 
 
 
 
 
 
 
 

• What about control?  
Ref. Cantoni et al. “Control of Large-Scale Irrigation Networks,” IEEE proceedings 2007. 



Irrigation Networked Control Models  

• Distributed control  
 
 
 
 
 
 
 
 
 

• Local controller for each pool 
 
 
 
 
 
 
 
 
 

 



Irrigation Networked Control Models  

• Distributed control with feed-forward paths  
 
 
 
 
 
 
 
 
 

• Local controller for each pool + comm. with 
neighbors 
 
 
 
 
 
 
 
 
 

 



Irrigation Networked Control Models  

• Centralized control  
 
 
 
 
 
 
 
 
 

• All feedback loops closed via a “central processor”. 
 
 
 
 
 
 
 
 

 



Irrigation Networked Control Models  

• Centralized Vs Distributed control – which is better? 
 
 
 
 
 
 
 
 
 
 

Solid (distributed), dashed (centralized), dotted (with feedfoward) 

 
 
 
 
 
 
 
 

 

Ref. Cantoni et al. IEEE proceedings 2007. 



CPS Security 

• Physical security + Network security  = CPS 
security 

• Can we detect  

– Illegal dumps? 

– Breaches? 

– Seepages? 

– Non-technical losses?  

– covert misappropriations?  



Nominal Networked Control System 

• LTI plant 
 

• Measurements 
 

• Actuation 
 

• Closed loop response 
 

 
where, 
 

 
Ref.. Roy. IEEE Control Systems Magazine, 2015. 



Compromised System : Covert Agent  
• LTI plant 

 

• Measurements 

 

• Offsets 

 

• Closed loop response 

 

 

 
Ref.. Roy. IEEE Control Systems Magazine, 2015. 

Impossible to detect if cover agent’s model ∏u = reality Pu 



Irrigation Network Security – Explaining theft 

Misappropriation by covert agent Nominal responses 

2-input 2-output model 

??? 



A Networked Smart Water Grid  
Cyber Physical Systems / Internet of Things perspectives  

• Physical elements: rivers, watercourses, barrages, weirs, gates, pumps  

• Cyber elements : sensors, controllers, comm., services   

Ref. Tariq, Nasir, Muhammad. ICCPS 2014 
         Nasir, Muhammad. IFAC WC 2011, IFAC WC 2014  



What type of problems can be solved? 

• Increase of distribution efficiency 

• Demand based delivery  

• Control of nontechnical losses 
– Detection of Leak or unauthorized takeoff 

– Detection of unauthorized dumps 

• System health monitoring 

• Flood/breach security 

• Real-time scheduling and planning 

• Improvement and enforcement of water rights 

 

 

 

 

 



Information Gathering with 
Thinking Machines 



Smart Water Metering: E. Sadqiya Hakra Br. Canal Command 

LUMS-IWMI-Punjab Irrigation Dept. Collaboration (2012-14) 

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 

 

Project Site: 17 Distributaries in Bahawalnagar.  

 
System Architecture (above). Field installations (below). 



Year Long Monitoring in Hakra Br. Canal Command (2014) 

 

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 

 

Refs. Ahmad, Muhammad et al. IECON 2014, WSN4DC 2013  



Modeling & Control of Irrigation Channels 

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 
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Abstraction 

Refs. Nasir, Muhammad, et al. IFAC WC 2011, MSC 2012. ICCPS 2012, IFAC WC 2014  



Aerial Mapping of Irrigation Canals for Silt Deposition 

Guassian Processes (GP) based vol. estimation framework 
incorporating soil model, localization error and sensor noise.  

Experiments Video. Octocopter flying over 
a channel (LUMS campus) collecting scans.  

Examples of Siltation and bank deterioration in the Indus Basin. 

Collaboration: RRLab, TU Kaiserslautern 
Funding: DAAD, LUMS 

Motivation: Automation of annual canal cleaning 
operation in the world’s largest irrigation network.  

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 

 



Autonomous Navigation, Localization, Mapping 

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 

 

System Architecture. Localization and navigation (online), 
Mapping (offline)  



Conclusions  

• River basins are complex systems, requiring 
integrated systems analysis. 

• Data driven modeling is the key to  such 
studies, which require smart infrastructures. 

• Complexity of river basins can be tackled by 
innovations in modeling and creating thinking 
machines 

Laboratory for Cyber Physical Networks & Systems 
Dept. of Electrical Engineering, LUMS 

 



 


